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‘Personal data’ means:

“any information relating to
an identified or identifiable
natural person (‘data sub-
ject’); an identifiable natural
person is one who can be
identified, directly or indirect-
ly, in particular by reference
to an identifier such as a
name, an identification num-
ber, location data, an online
identifier or fo one or more
factors specific to the phys-
ical, physiological, genetic,
mental, economic, cultural or
social identity of that natural
person” (Art. 4).

#1551 pan A3l Lol cdie
sl
Genetic data, Biometric Data

and Data concerning health
(Art. 4).
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- Processing

- Restriction of processing

- Controller

- Processor

- Recipient

- Third Party

- Consent

- Personal Data Breach (Art.
4).
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“This Regulation protects
fundamental rights and free-
doms of natural persons and
in particular their right to the
protection of personal data”
(Art. 1(2)).

The regulation also states
that “Data protection” must
be considered in the design
of any new product or activity
“by design and by default”
(Art. 25).

ULl Blex 8 Gl (a3 o
il




27

Ol (8 il gliall Gl Ol dylan) Cuyan Ggils gai

I 4

Olelitiwylg ygiliJl (Gudai (i :3 ad) §alo

:0gilall B Gtbi

LY bl Lle geilall il
Lenze il cldaadlt 30V 42y
USER. T JOPER PO
Omgias ol dl ol naagls

(2 Juadll)

abL Lo oelall by
Lgindlas @5 Lonie duaie il
Jsatl @ o h9,i80] g5 e
Lo sl o1 Lgrax of Lgude
Leindlal lagal HaT 5o T Gle
Gorb oo Lgindlas @i o7 Lyl
49, SIY) Adlall o e

(2 331 Lozl Astlally

abLl Sle oelall ity
3aL1) Lgindlas @B 3l Apnie &)
(2

L] P EIEG T

1- Applies to the processing of per-
sonal data wholly or partly by auto-
mated means and to the processing
other than by automated means of
personal data which form part of @
filing system or are intended to form
part of a filing system (Art. 2.1).

2- Applies if (Art. 3)
personal data of EU citizens or

residents is processed, or goods or
services are offered to such people.

3- Applies the same outside of the
EU (extra-territorial scope), if:

a) The organisation offers goods
or services to people in the EU (Art.
3.2.0)

Does not account for occasional
instances, but rather where the EU is
actually a target market.

b) The entity monitors their online
behaviour (Art. 3.2.b)

When the website uses tools to track
cookies or the IP addresses of peo-
ple who visit from EU countries.

4- Applies even if the data is being
stored or used outside the EU (Art.
3.
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The regulation does not
apply to:
1- Purely personal or

household activity
(Art.2.2.c).

2- Organisations with
under 250 employees are
usually freed from the
record-keeping obligation
(Art. 30.5).
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1- Lawfulness, fairness and
transparency (Art. 5.1.a)
Processing must be lawful,
fair, and transparent to the
data subject.

2- Purpose limitation (Art.
5.1.b)

Data must be processed

for the legitimate purposes
specified explicitly to the data
subject when it is collected.

3- Data minimization (Art.
5.1.0)

Only as much data as ab-
solutely necessary for the
purposes specified should be
collected and processed.

4- Accuracy (Art. 5.1.d)

Personal data must be kept
accurate and up to date.

5- Storage limitation (Art.
5.1.e)

Personally identifying data
must only be stored for as
long as necessary for the
specified purpose.
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6- Integrity and confidenti-
ality (Art. 5.1.f)

Processing must be done

in such a way as to ensure
appropriate security, integri-
ty, and confidentiality (e.g. by
using encryption).

In the event of a data breach,
the affected persons must be
informed within 71 hours.

7- Accountability (Art. 5.2)
The data controller is re-
sponsible for being able to
demonstrate GDPR compli-
ance with all of these princi-
ples.
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The processing of personal
data is considered lawful if
the data subject gave spe-
cific, unambiguous consent,
pursuant to process the data.

Exceptions:

The processing of personal
data is still lawful (even with-
out having the consent of the
data subject) in the following
circumstances:

1- Processing is necessary

to execute or to prepare to
enter info a contract o which
the data subject is a party.

2- Processing is necessary to
comply with a legal obliga-
tion of yours.

3- Processing is necessary to
save somebody’s life.

4- Processing is necessary to
perform a task in the public
interest or to carry out some
official function.

5- The organisation has a le-
gitimate interest in processing
someone’s personal data.

(Art. 6).
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Data revealing racial or ethnic or-
igin, political opinions, religious or
philosophical beliefs, or trade union
membership, and the processing

of genetic data, biometric data for
the purpose of uniquely identifying
a natural person, data concerning
health or data concerning a natural
person’s sex life or sexual orienta-
tion.

Exceptions:

1- the data subject has given ex-
plicit consent.

2- processing is necessary in the
field of employment and social se-
curity and social protfection law.

3- processing is necessary fo
protect the vital interests of the
data subject or of another natural
person where the data subject is
physically or legally incapable of
giving consent.

4- processing related to noft for
profit organization.
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5- processing relates to personal
data which are made public by the
data subject.

6- processing is necessary for the
establishment, exercise or defence
of legal claims or whenever courts
are acting in their judicial capacity.
7- processing is necessary for rea-
sons of substantial public interest.

8- processing is necessary for the
purposes of preventive or occupa-
tional medicine, for the assessment
of the working capacity of the
employee, medical diagnosis, the
provision of health or social care or
treatment or the management of
health or social care systems and
services.

9- processing is necessary for rea-
sons of public interest in the area of
public health,

10- processing is necessary for ar-
chiving purposes in the public inter-
est, scientific or historical research
purposes or statistical purposes.

Note: It was mentioned in many
instances that processing of such
data shall be proportionate to the
aim pursued, respect the essence
of the right to data protection and
provide for suitable and specific
measures to safeguard the funda-
mental rights and the interests of
the data subject (Art. 9).
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1- Consent must be “freely
given, specific, informed and
unambiguous.’ (Art. 4.11)

2- Requests for consent must
be “clearly distinguishable
from the other matters” and
presented in “clear and plain
language.” (Art. 7.2)

3- Possibility to always
withdraw previously given
consent (Art. 7.3)

4- Children under 16 can only
give consent with permission
from their parents. Member
States may lower this to 13
years of age. (Art. 8.1)

5- The controller needs to
keep documentary evidence
of consent. (Art. 7.1)
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1- The right to be informed
(Art. 13 & 14)

2- The right of access (Art. 15)
3- The right to rectification
(Art. 16)

4- The right to erasure (Art.
17)

5- The right to restrict pro-
cessing (Art. 18)

6- The right to data portabili-
ty (Art. 20)

7- The right to object (Art. 21)
8- Rights in relation to auto-

mated decision making and
profiling (Art. 22)

Exceptions on all rights men-
tioned above:

Such a restriction respects the
essence of the fundamen-

tal rights and freedoms, is
necessary, and proportionate
in a democratic society fo
safeguard:

1- national security;
2- defence;
3- public security;
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4- the prevention, investiga-
tion, detection or prosecution
of criminal offences or the
execution of criminal penal-
ties, including the safeguard-
ing against and the pre-
vention of threats to public
security;

5- other important objectives
of general public interest;

6- the protection of judicial
independence and judicial
proceedings;

7- a monitoring, inspection or
regulatory function connect-
ed, even occasionally, fo the
exercise of official authority;

8- the protection of the data
subject or the rights and free-
doms of others;

9- the enforcement of civil
law claims (Art. 23).
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Responsibilities of the Con-
troller:

1. Implement technical and
organisational measures

to ensure and to be able to
demonstrate that processing
is performed lawfully.

2- Use processors providing
sufficient guarantees (Art.
28(1)).

3- Maintain a record of pro-
cessing activities under their
responsibility (Art. 24).

Responsibilities of the Pro-
cessor (Art. 28):

2- Processor shall not engage
another processor without
prior specific or general
written authorisation of the
controller.

3-Processing shall be gov-
erned by a contract which
must include certain provi-
sions including confidentiality.

4- Where a processor en-
gages another processor, the
same data protection obliga-
tions as set out in the contract
shall be imposed.
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Responsibilities of both Con-
troller and Processor:

They shall cooperate, on
request, with the supervisory
authority in the performance
of its tasks (Art. 31).
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Independent Authority:

1- Each member state shall establish at
least one authority to monitor the ap-
plication of the regulation (Art. 51(1)).

2- They shall be established by nation-
al law (Art. 54(1))

3- Requirement of independence (Art.
52):

Members of the authority shall be free
from external influence, whether direct
or indirect, and shall neither seek nor
take instructions from anybody (Art.
52(2)).

4- The authority shall be able to
choose its own staff (Art. 52(5)).

5- Members are to be chosen in a
transparent way (Art. 53(1)).

6- The member state needs to ensure
that each authority is equipped with
the human, technical and financial
resources, premises and infrastructure
(Art. 52(4)).

7- They are subject to financial control,
but this cannot affect their indepen-
dence (Art. 52(6)).

8- Authority shall have the necessary
competences o monitor the applica-
tion of the regulation (Art. 55(1)).
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The independent authority
shall:

1- Monitor and Enforce the
application of the regulation.
2- Promote public awareness
(especially among children).

3- Advise the national parlia-
ment, the government, and
other institutions and bodies.

4- Promote the awareness of
controllers and processors of
their obligations.

5- Upon request, provide in-

formation to the data subject.

6- Handle complaints and
investigate, and inform the
complainant of the progress
and the outcome.

7- Cooperate with other su-
pervisory authorities.

8- Conduct investigations on
the application of this Regu-
lation.

9- Monitor relevant develop-
ments, encourage, develop,
and authorise the establish-
ment of additional laws and
regulations.
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10- Accredit certification
bodies.

Issue certifications and ap-
prove criteria of certification
(Art. 58).

11- Where applicable, carry
out a periodic review of certi-
fications.

12- Keep internal records of

infringements and of mea-
sures taken.

13- Fulfill any other tasks
related to the protection of
personal data (Art. 57(4)).
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The GDPR specified the
powers of the independent
authority when it is decided
to require a certificate to
process data. These powers
are:

1- To carry out a periodic
review of certifications

2- To Accredit certification
bodies.

3- To issue certifications and
approve criteria of certifica-
tion (Art. 57 (4)).

4- To withdraw or withhold a
certification (Art. 58).
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Complaints can be filed be-
fore the independent authori-
ty (Art. 57 (4,,).

Individuals must be informed
of their right to complain (Art.
13.1.d).
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1- Up to 4% of their global
annual revenue or €20 mil-
lion, whichever is higher (Art.
83.5).

2- Affected individuals can
seek compensation for dam-
ages (Art. 82).
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4- impose a temporary or definitive limitation including a ban on processing.

5- order the rectification or erasure of personal data or restriction of process-
ing and the notification of such actions to recipients to whom the personal
data have been disclosed.

6- withdraw or withhold a certification.
7- impose an administrative fine.

8- to order the suspension of data flows to a recipient in a third country or to
an international organisation (Art. 58).




49

Ol (8 il gliall Gl Ol dylan) Cuyan Ggils gai

Quigi
ols clales b Baline Llgl opilall paias

o) Onpeseall (ol ¥ (e duasdll cldaall dxdles -1
(61 Juddl ) 53 Juaill

Jenill ¢ra) Ameally Aaletll Arnz 811 cildnall Aales 2
(65 Juadll 1] 62

0a) aladl Gl Jlra B dpaz &l @ilidasll Anles -3
(68 Jundll ] 66 Junall

o) A d| A3 (o152 Y Luaz il cldaall dxllas -4
(74 Juaihl ) 69 Lol

I 4

Ol o dieo Olio dylleal olsal yanii:19 ad) Galo

Ji-T.

@l Tai il bl Lols Sl ¢ plall jaias -1
coapall LoVl Aalail] bl say sl dagdsll
oloially Aacadd] ol Tostewnd] Dol o Zmaally (JLale¥l
AL @Syl A 931 ZBLallg (il

13 Laule bl ore )3T il Cannd 0T u3sl) oS LeS
o 5y Sl L] 5 Lgalamianl = yuu L (e OIS
syl

Bolen ] (g Bualin] cllaliin| Ginyd yuisll Linsl oSes
(16 33LL1) Tl Aagelall el Zaze ) Ll
Aaid bl Asles olin ool Gan oglall Gaias —2

(17 33L41) JLaboS 22 go 2 9,3SIVN 31511 13 cre JLala3U

L1 EIEV T

oan (ULl Lled Taladl Apadda il A3l Canias
o9 UL (e Aaa @ilid dadles I Ll 2SSV
L
1- Processing and freedom of expression and in-
formation (Art. 85).

2- Processing and public access to official docu-
ments (Art. 86).

3- Processing of the national identification number
(Art. 87).

4- Processing in the context of employment (Art.
88).

3- Safeguards and derogations relating fo pro-
cessing for archiving purposes in the public inter-
est, scientific or historical research purposes or
statistical purposes (Art. 89).

4- Obligations of secrecy (Art. 90).

5- Existing data protection rules of churches and
religious associations (Art. 91).
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