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The Samir Kassir Foundation is a Lebanese non-profit organization officially established in Beirut under 
registry number 30/A.D. on February 1, 2006. It is named after Samir Kassir, a Lebanese journalist assassinated 
in Beirut on June 2, 2005. It aims to spread democratic culture in Lebanon and the Arab world, encourage 
new talents in journalism, and build the movement for a cultural, democratic, and secular renewal. The 
Foundation strives to defend freedom of media and culture through its SKeyes Center for Media and Cultural 
Freedom, which, since its establishment in 2008, has become the largest center monitoring violations against 
journalists and artists in the Arab Levant, as well as a reference for research on journalism and for training 
media professionals and enhancing their skills.

SmartGov strives to enhance and support government reform and efficiency by leveraging cutting-edge 
research and curated technology solutions to resolve governance issues and install regenerative systems 
for its partners. In the process, SmartGov contributes to the development of these digital solutions and the 
understanding of organizational processes allowing state institutions to be smart, inclusive and effective. 
https://smartgov.tech

https://smartgov.tech
https://smartgov.tech
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Executive Summary
This research surveys the current status of security and digital rights on e-government platforms by Lebanese 
public administrations. 701 searches yielded 572 eligible government platforms, which were analyzed against 
26 basic and advanced criteria relating to security, ownership, jurisdiction, and protection of user data.

The findings have revealed several important implications. Most of the government’s platforms were found 
to be in the early stage of e-government development. This implies the apparent need to strengthen 
the e-government initiatives and to take their development as a priority. Hundreds of municipalities have 
no independent websites yet; instead, the basic information is usually placed on a separate section on 
privately owned/managed domains. Considering current e-government regulations which require online 
transactions and the provision of services, several municipalities and cities are still far behind the realization 
of e-government goals. In general, the government should be able to provide the public with services online 
such as applications, transactions, and other forms of citizen engagement.

The unsecure status of 80 government websites, 38 of which request user data for various services, presents 
an urgent security problem that needs to be addressed immediately.

Drawing from the data and results, this study has offered an additional contribution to e-government 
development. We were able to provide a peek into the current setup of e-government in Lebanon by 
identifying its quality and respect to basic and advanced privacy and security standards. Thus, through this 
study, the central government can draw e-government plans based on the assessments which can help in 
identifying the areas where improvements are needed, especially those that require more infrastructure 
support

Table 1. Summary of issues associated with e-government platform implementation in local and central government units.

This study also has limitations. The assessments were conducted based on the adopted set of criteria and 
the publicly viewable services, and not how the services are delivered. These limitations offer directions for 
future research, expanded below. 
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Introduction
 
Since the end of 2019, Lebanon has been on the confluence of severe crises: the economic collapse and 
its subsequent social implications, the COVID-19 pandemic, and the meltdown of trust in and legitimacy 
of public institutions. Since the emergence of Information and Communication Technologies (ICT), 
e-government initiatives have flourished and public sectors have recognized the potential of using ICT 
as a tool for improving quality and responsiveness of government services. Digital tools have emerged at 
so many levels as efficient, flexible solutions to gather data about people’s needs, work under lockdown 
measures, identify households that are most at risk, and register for vaccines, among others. Yet, most of 
these tools do not observe the most basic privacy rights of citizens, and have not been developed using 
coherent methodologies, which creates its own range of interoperability challenges.

E-government has a significant role in improving service delivery and has the potential of greater efficiency, 
revenue growth, less corruption, increased transparency, more convenience, and cost reductions of public 
sector operations. The importance of identifying the performance, privacy practices, and the security of 
e-government cannot be overemphasized. In developing countries, the establishment of e-government is 
still in its early development and most of these countries have not been entirely successful. In fact, according 
to Dada (2006), the majority of e-government initiatives in developing countries fail. This may be partly due 
to the individual country’s complex nature, lack of resources as well as sociocultural and other challenges 
that need to be addressed.

Lebanon is a parliamentary democracy, with a population of about 6.7 million people of whom 78.18% 
are Internet users. The beginning of its e-government development can be traced back to early 2000. 
The Lebanese government required each department to have a presence on the web. This was to allow 
public access to information and enhance service delivery. Government initiatives have continued to be 
realized through ICT tools such as the Internet. Furthermore, in 2002, the Office of the Minister of State 
for Administrative Reform (OMSAR) published the National ICT Policy and Strategy for Lebanon aiming 
to outline the vision for use of ICT nationally. The strategy is a blueprint to integrate ICT for the whole 
government including institutions, agencies, processes, resources, and policies. This plan describes the 
system of governance that should be reinforced to make its implementation possible and sustainable. The 
United Nations’ E-Government Development Index for 2020 ranked Lebanon 127th among 193 countries 
worldwide and 148th in e-participation. This places a demand for the government to provide an environment 
that ensures openness, efficiency, and security in service delivery and spaces for greater competitiveness. 
With the increased demand and expectations, the government must move from a non-integrated path of 
ICT development to an e-government development. Moreover, several government websites of different 
departments were already developed with a total number of more than 560. However, there is a lack of 
empirical studies on the local e-government level. In fact, results have indicated a clear absence of significant 
information and resources on the web that could augment the quality of service delivery and the respect to 
privacy and security standards.

https://www.researchgate.net/publication/228346461_The_Failure_of_E-Government_in_Developing_Countries_A_Literature_Review
https://www.researchgate.net/publication/228346461_The_Failure_of_E-Government_in_Developing_Countries_A_Literature_Review
https://www.worldometers.info/world-population/lebanon-population/
https://tradingeconomics.com/lebanon/individuals-using-the-internet-percent-of-population-wb-data.html
https://tradingeconomics.com/lebanon/individuals-using-the-internet-percent-of-population-wb-data.html
https://omsar.gov.lb/getattachment/Publications/Strategies/E-Government-Strategy-2002/eGov_Strategy_Executive_Summary_En-(1).pdf
https://omsar.gov.lb/getattachment/Publications/Strategies/E-Government-Strategy-2002/eGov_Strategy_Executive_Summary_En-(1).pdf
https://publicadministration.un.org/egovkb/en-us/Data/Country-Information/id/94-Lebanon
https://publicadministration.un.org/egovkb/en-us/Data/Country-Information/id/94-Lebanon
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Methodology
Data collection

In order to access the websites with the greatest visibility of potential privacy breaches, as well as protect the 
devices of the researchers, Brave Browser was used to retrieve the listed websites. We advise readers with 
an interest in exploring some of the listed websites to take precautionary digital measures as well.

Researchers identified the listed websites by conducting a targeted search of municipalities, state 
institutions, ministries, and other e-government platforms which may have an online presence. The list was 
supplemented by three government directories1 as well as “Useful Links” sections on various websites.  
 
The researchers used Software Security Testing on some governmental websites. The test was conducted 
through Immuni Web Security Test, an award-winning Machine Learning technology developed by 
ImmuniWeb, a global provider of Attack Surface Management, Dark Web Monitoring, and Application 
Penetration Testing services.

Researchers assessed each of the listed websites according to the following criteria:

• Platform Type (Website, Mobile Application, Website, and Mobile Application2)
• Private, Public, or Non-Profit Ownership/ Management (Private, Public, Non-Profit, Unclear)
• Website Activity (Active, Inactive, Somewhat inactive3, N/A)
• Mobile Application Activity (Active, Inactive, Somewhat inactive, N/A)
• Public Sector Authority Type (Municipality, State Institution4, Ministry, E-Gov platform, Higher Authority)
• Public Sector Authority (Name)
• Service(s) Offered5 (Text)
• Geographic Target of Service
• Number of People Served
• Requested Data Per Service
• Privacy Policy (Yes, No, N/A)
• Terms and Conditions (Yes, No, N/A)
• Website Secure?6 (Yes, No, N/A)
• Request for Dangerous Cookies? (Yes, No, N/A)
• Browser Warning? (Yes, No, N/A)
• Consent Tick-box?7 (Yes, No)
• Consent Tick-box8 pre-checked or manual Data Breach Notification System (Yes, No)
• Can users unsubscribe from sharing information? (Yes, No, N/A)
• Can users change/update information about them? (Yes, No, N/A)
• Can users request their data be deleted? (Yes, No, N/A)
• Can users request available data about them? (Yes, No, N/A)
• Can users request to suspend their data processing? (Yes, No, N/A)
• Can users object to having their data processed? (Yes, No, N/A)

1-The directories are: http://www.pcm.gov.lb/arabic/subpg.aspx?pageid=42, http://www.tra.gov.lb/Useful-Links-Governmental-Institutions, and 
https://www.cnss.gov.lb/index.php/otherlinks 
2-Web-based applications such as the New York Albany System used by municipalities were considered but excluded from the research because (a) 
information about them was not publicly available and (b) they did not provide an interface citizens can directly connect to.
3-The designation “Somewhat” is a discretionary term referring to websites that are online but are either not secure (certificates not renewed), or 
not updated with any new information.
4-A State Institution is any institution that is created, controlled by, or closely affiliated with the government, for example Electricité du Liban.
5-For the purposes of research, only services where users are required to provide data where highlighted.
6-The designation “Secure” or “Not secure” is indicated by the browser and usually refers to whether or not a website has its certification renewed 
or is using up to date protocol (HTTPS instead of HTTP).
7-This refers to any consent-seeking mechanism the website/mobile application requests from a user, best exemplified by pop-ups requesting 
consent to process cookies.
8-This refers to whether the website allows its users to give consent to process cookies and sometimes personal information or the website does it 
automatically with pre-checked consent boxes. It is imperative to check this as pre-checked boxes do not constitute valid consent under the GDPR 
regulations (Ruling of Court of Justice for the European Union, 2019). It has been stated that for a user’s consent to be valid under the GDPR, consent 
must be both active and unambiguous.

https://brave.com
https://brave.com
https://www.immuniweb.com/websec/
http://www.pcm.gov.lb/arabic/subpg.aspx?pageid=42
http://www.tra.gov.lb/Useful-Links-Governmental-Institutions
https://www.cnss.gov.lb/index.php/otherlinks
https://www.cnss.gov.lb/index.php/otherlinks
https://kleinmoynihan.com/pre-checked-boxes-do-not-constitute-valid-consent-under-gdpr/#page=1
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The last six categories were derived from the EU General Data Protection Regulation (GDPR) checklist for 
privacy rights. The GDPR is one of the toughest privacy and security laws in the world and upholds the 
highest standards of digital rights.

On 92% of the surveyed platforms, researchers wrote qualitative remarks in order to contextualize the results 
and highlight findings that are not immediately discernible categorically.

Data analysis
Researchers examined and sorted the data according to verticals of interest and their combinations.

The sample was segmented by Public Sector Authority Type then analyzed in accordance with the services they 
each offered and their overall adherence to basic and advanced security and privacy rights. Inconsistencies 
in the performance of state institutions, municipalities, and ministries were compared within and outside 
their groupings.

Each platform that requested data from users was rated on a composite security and privacy score of 0 to 
5 according to the extent to which it complies with the last 14 criteria above (Annex 1). Platforms that did 
not request data from users were not required to adhere to the 6 GDPR criteria and were hence scored 
separately on a scale of 0 to 3.5. Inactive and somewhat active websites were additionally scored on a 
smaller scale of 2.5, as the conditions of having a privacy policy and terms and conditions, as well as GDPR 
compliance were deemed not applicable. Mobile applications were also not scored on criteria reserved for 
websites, which meant scores were given based on privacy policy and terms and conditions present as well 
as GDPR compliance for a maximum composite score of 2.5.

https://gdpr.eu/checklist
https://gdpr.eu/checklist
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Results
Overview of sample

Figure 1. Most identified platforms are websites

Of the 701 items listed, 129 searches of municipalities and former ministries did not yield results. The 
absence of websites/directories for these institutions was maintained in the dataset in order to highlight 
where there is a complete gap as well.

The search yielded a total of 572 GovTech platforms, 556 of which are websites, 2 are mobile applications, 
and 14 are both websites and mobile applications.

Figure 2. Majority of platforms active, with sizeable 13.6 % inactive or somewhat active

A platform is considered active when it is secure and operational, inactive if it is completely inaccessible, and 
somewhat active if it is not secure, up to date and/or operational.

Of the eligible sample, 31 had completely inactive platforms, 47 were somewhat active, and 494 were active.
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Figure 3. Largest share of eligible sample was for municipalities

Of the eligible sample, 488 were municipalities, 52 were state institutions, 22 were ministries, 3 were higher 
authorities and 7 were e-government platforms.

A state institution is any institution that is created, controlled by, or closely affiliated with the government. A 
higher authority refers to either the Presidency of the Republic, the Council of Ministers or the Parliament. 
E-government platform refers to an authority which allows citizens to conduct specific activities, such as the 
diaspora voter registration platform. 

The 488 municipalities are not inclusive of all municipalities in Lebanon with an online presence, but they are 
certainly a representative sample. 

Figure 4. Majority of sample operates in local areas

 
Reflecting the nature of these public authorities, the geographic distribution of them were 81 national 
institutions and 490 local to areas where these institutions operated, in addition to one with an international 
focus.
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Figure 5. Majority of platforms private due to a large presence of municipalities on privately owned/managed platforms

A platform is considered privately owned and managed if it has been developed and is being maintained 
by a corporate/non-governmental third party which licenses/hosts pages for the governmental entity. 
Conversely, it is considered publicly owned and managed if it has been developed and is being maintained 
by the public authority itself. This is usually discernable when the platform is hosted on a .gov.lb website, 
which logos/brand names it brandishes, and any other clear indicators of ownership.

The distinction is relevant as it allows us to assess the performance of each stakeholder and the relative 
successes and failures that followed either approach. Such findings and others can contribute to a 
comprehensive strategy for government digitization in Lebanon.

Within the sample, 117 were publicly owned/managed platforms, while 455 were privately owned/managed 
platforms. All privately owned/managed platforms serviced municipalities.

Figure 6. Section on services offered inflated by municipalities hosted on private platforms

No services offered referred to websites which did not request citizens to share data for any functions. 

Although 91.4% of identified platforms offered digital services, the majority of these services have
little-to-no substantial benefit to citizens, and it is not clear if they are active at all. This indicates that 
a considerable fraction of Lebanese citizens only have the option of receiving governmental services via
in-person arrangements. This gap further indicates the limited accessibility to digital government services 
in Lebanon, which places a heavier burden on the citizen to navigate and obtain needed public services. 
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Figure 7. Majority of services offered do not meaningfully address citizen needs

32 of identified platforms had severely limited services as they only offer users a ‘contact us’ and/or newsletter 
function. Furthermore, 445 of the identified platforms on Albaladiya solely allow users to suggest a link to 
expand the information provided on the platform. The current condition of 477 identified platforms only 
being inclusive of ‘contact us’, newsletter subscription, or ‘suggest a link’ services signifies how Lebanese 
citizens are vastly restricted in their ability to depend on digital platforms for public services. 

It is essential to emphasize that these identified platforms require users to provide an extensive amount of 
personal information to acquire such minimal services. For instance, the platform belonging to the Presidency 
of the Council of Ministers requires users to provide their full name, email, gender, address, country, and 
phone number in order to simply contact the relevant authorities. Despite it being standard practice for 
‘contact us’ services to require the name and email of the user sending a message, it is irregular that users 
are required to provide sensitive information beyond that – especially their home address. Such identified 
platforms must take measures to ensure that they are only requesting needed (not excessive) information 
from users, especially when lacking adequate privacy/security policies. 

All 445 identified websites on the Albaladiya Directory that feature a ‘suggest a link’ service require users to 
provide the name of the affiliated organization, the organization’s URL, their personal name/email, as well as 
a description of the organization. This information is not overly sensitive for these platforms to adequately 
use user suggestions to expand their online information. However, further action is required to deem the 
ability of these identified platforms to ensure the safety of the suggested links that users provide. It should 
be considered that without the proper capacity to survey the security and privacy of the links users suggest, 
these platforms may be doing a disservice to the efficiency of their services by serving as a portal to sites 
that do not respect the privacy and security of users. 

Key services provided by the other 46 identified platforms include: 

• Participating in polls
• E-complaints or suggestions
• Viewing recent account activity
• Requesting forms

Although the majority of these identified platforms are limited to the above services, one platform in 
particular, Ogero, demonstrates more advanced e-government services. The state institution platform of 
Ogero requires users to provide their login details (full name, email, and phone) to access personal services, 
an essential one being invoice payments. Out of all identified platforms with services, Ogero, and the 
Ministry of Finance are the only ones to allow users to pay bills electronically. It is important to acknowledge 
Ogero’s inclusion of an online payment service as it enables users to more conveniently pay and manage 

https://albaladiya.com/
https://albaladiya.com/
http://www.pcm.gov.lb/arabic/index.aspx?pageid=5
http://www.pcm.gov.lb/arabic/index.aspx?pageid=5
http://www.pcm.gov.lb/arabic/index.aspx?pageid=5
https://albaladiya.com/
https://albaladiya.com/
https://www.ogero.gov.lb/
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their bills. Although it is an objective for more e-government platforms in Lebanon to include electronic 
payment services, it is essential that these platforms first become secure, and adopt strong security and 
privacy policies in order to protect the sensitive (financial) information of users. 

The COVID-19 pandemic was also the occasion for both the Lebanese government and the country’s 
residents to experiment a new e-governance tool, the Inter-Ministerial/Municipal Platform for Assessment, 
Coordination and Tracking (IMPACT). Under the supervision of the Central Inspection, this platform was 
used to provide and obtain mobility permits during the lockdown periods and to organize the registration 
process for the COVID-19 vaccines. IMPACT, compared to most other e-government tools, has a privacy 
policy, terms and conditions, and secure websites. Accessing the IMPACT platforms does not display a 
browser warning and there was no data breach notification upon accessing them. However, they did not 
seek the consent of the user for using cookies.

The privacy policy clearly provides provisions for the following rights of users:

•  Users are able to unsubscribe from sharing information
•  Users can change / update information about themselves
•  Users can request their data be deleted
•  Users can request available data about them
•  Users can request to suspend their data processing
•  Users can object to having their data processed

However, the platforms themselves do not provide the user with a direct way through which they can enact 
any of the rights. Instead, the user is expected to contact Central Inspection outside of the platforms and 
the mechanism through which they can later enact these rights is unclear and unexplained. For example, 
“sufficient documentation to verify your identity” is not specified, nor are the “legitimate reasons” for 
objection. The process through which users can retract previously granted agreement to use the data is also 
unclear. 

Another key highlight of this analysis is that of the 13 platforms that enabled users to file an e-complaint, 9 
on the Baladiyati platform offered users the option to remain anonymous when doing so by not requiring 
them to provide their full name. Permitting users to remain anonymous when filing complaints and/or 
issuing comments is an important attribute of these 9 platforms as it not only protects the user’s privacy but 
increases the user’s willingness to provide honest and transparent feedback. Importantly, the anonymous 
feature enhances the capacity of e-government platforms to identify inefficiencies and address them. Thus, 
as a best practice, e-government platforms that allow users to file complaints and/or issue comments should 
ensure that they can do so anonymously and not require users to provide substantial personal information.

https://covid.pcm.gov.lb/impactmobile/curfew
https://covax.moph.gov.lb/impactmobile/vaccine
https://covax.moph.gov.lb/impactmobile/assets/docs/privacy_policy.pdf
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Key findings
Name, email, and phone number were the main requested data from citizens. For other services, such as 
posting a comment, submitting a complaint, and participating in polls, further information was requested, 
including gender, information relating to family members and various information relating to one’s profession 
and/or organization as well as legal registration numbers.

Figure 8. Overwhelming majority of eligible platforms do not contain privacy policies or terms and conditions

Of 541 active and somewhat active platforms, only 2.7% had privacy policies, while 2% had terms and 
conditions. 1.8% had both a privacy policy and terms and conditions.

A basic reading of these documents/pages revealed, for the majority, many shortcomings in terms of their 
content and scope. A few websites which had a link to a privacy policy were populated with “Lorem Ipsum” 
dummy text instead (see image 1).

Image 1. Dummy text inserted instead of privacy policy (October 14, 2021)
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Some platforms without privacy policy/terms and conditions immediately requested the user share a precise 
location with them, such as the MEHE app by the Ministry of Education and Higher Education (Image 2).

Image 2. Ministry of Education and Higher Education App (October 14, 2021)

The CovidLebTrack application by IMPACT also requests live location in the absence of an on-app privacy 
policy/terms and conditions, and further threatens legal accountability for switching off one’s phone or 
deleting the application without reference to the Ministry of Public Health (Image 3). It does not clarify how 
reference is to be made however, nor the legal mechanism for how one could be held accountable.

Image 3. CovidLebTrack application by IMPACT (October 14, 2021)
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Third-party cookies or cookies with tracking information on all websites were sent, but no cookie disclaimer 
was found on them. 570 websites did not display any disclaimers for cookies or seek the consent of the user.

Figure 9. 80 websites were not secure

Websites were deemed not secure based on browser warnings that usually detected expired certifications. 
Their unsecure status means that data they send to the website can be intercepted by attackers, as well as 
identifying.

Of the unsecure websites, 38 requested a variety of citizen data, including names, emails, phone numbers 
and various other sensitive and private information (Annex 2). The website of the Lebanese Customs, for 
instance, allows users to report information about smuggling activities. This information and others are 
prone to theft and interception, posing multiple security threats.

Image 4. Municipality of Jbeil website hacked (October 14, 2021)

Data requested on unsecure websites included, but were not restricted to names, emails, and phone 
numbers.

Unsecure websites may also be exploited by retrieving unwarranted data from the user, including credentials, 
IP address, and device-specific information, allowing for unlawful access to that device. In that case, if the 
device is connected to any network, it can be accessed remotely using the credentials extracted.9

 9-The threat is attenuated according to a user’s firewall configurations, operating system, and overall age of device.
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Only the Municipality of Hazmieh, Ogero, and the Lebanese Standards Association were the closest to being 
GDPR compliant. Hazmieh Municipality allows users to unsubscribe from sharing information and suspend 
data processing if they call or email them, Ogero allows users to unsubscribe from sharing information, 
change/update information about them, and request their data be deleted, and Lebanese Standard 
Institution (Libnor) allows users to change/update information about them.

The Diaspora Voter Registration Platform of the Ministry of Foreign Affairs raises serious privacy concerns 
as well. While it is secure, the website does not provide a privacy policy or terms and conditions. It requests 
very sensitive information from diaspora that do not seem relevant for registration, including their addresses 
abroad, contact information, detailed information about their registration and picture attachments of their 
Lebanese ID, civil registry or passport, in addition to their foreign ID, residency card, passport, Lebanese 
passport with immigration or work visa or driving license. 

Image 5. Diaspora voter registration form requesting mandatory attachments of national and foreign government papers (October 

28, 2021)

This is doubly concerning for diaspora in the EU and UK, as the website’s non-GDPR compliance makes it 
unlawful in these countries and puts it at risk of being banned – depriving thousands of eligible diaspora 
from their right to vote in the upcoming elections.

Thirty websites ranging from ministries, big cities, and major public institutions were subjected to an 
additional online security test, which revealed that the majority of the tested websites’ software was very 
outdated and had security vulnerabilities. Moreover, most of these websites do not have Web Application 
Firewall (WAF) security, which protects web applications from a variety of application layer attacks such as 
cross-site scripting (XSS), SQL injection, and cookie poisoning, among others attacks from hackers. SQL and 
XSS injection are a web security vulnerability that allows an attacker to interfere with the queries that an 
application makes to its database.

Qualitative analysis of the platforms revealed patterns and insights that were summarized according to 
Public Authority Type.

https://www.hazmieh.com/item/hazmieh-Municipality-%D8%A8%D9%84%D8%AF%D9%8A%D8%A9-%D8%A7%D9%84%D8%AD%D8%A7%D8%B2%D9%85%D9%8A%D8%A9/
https://www.ogero.gov.lb/
http://www.libnor.gov.lb/
http://www.libnor.gov.lb/
https://diasporavote.mfa.gov.lb/
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Municipalities

Figure 10. Majority of municipalities hosted on private platforms

The websites of 34 out of 488 municipalities analyzed are publicly owned/managed, of which only four 
are active, 18 are somewhat active and 12 are inactive. The remaining 454 domains are privately owned/
managed, of which 453 are active and one is somewhat active, with the exception of Baladiyati having an 
active mobile application as well.

None of the private or public platforms have a privacy policy nor terms and conditions, with the exception 
of the Jeita Municipality having a privacy policy, whose website is only somewhat active. Within the privately 
managed domains, 444 were hosted on Albaladiya, 9 on Baladiyati and 1 on wztechno.com. The majority of 
the privately-owned websites are secure, whereas in contrast the publicly owned/managed domains are not. 

Albaladiya is a simple platform covering many different municipalities and offers the same information for 
all of them (with a few alterations based on the location in terms of weather and directions). It is up to date, 
featuring weather forecasts, COVID updates and political and other general news in Lebanon via plugins to 
other software. The website has three language options, which is uncommon in Lebanon for municipalities, 
especially in rural areas. The website equally provides links for donations, environmental and health facilities, 
information on recycling in the region, and directions to reach the municipality on Google Maps. It also 
includes emergency numbers.

Image 6. Homepage of Albaladiya platform (October 6, 2021)
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Image 7. Example of missing functions on Albaladiya platform (October 14, 2021)

Albaladiya only offers a “Suggest a link” service, which requests the following information: Organization 
name, Organization URL, Name, Email, Category, and Description. However, the platform does not have a 
privacy policy, or terms and conditions and does not comply with any of the GDPR guidelines. 

Image 8. Homepage of Baladiyati platform, where users select a municipality they want to interact with (October 14, 2021)

Baladiyati is a more developed privately owned/managed platform with three language options as well. 
Whereas Albaladiya features hundreds of municipalities in a static format, without any interactive features 
or clear indication of partnerships with the mentioned municipalities, Baladiyati has licensing agreements in 
place with the nine municipalities it features and allows users to interact with them using various services. 
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Neither a privacy policy nor terms and conditions could be found on the platform. However, the platform is 
compliant with one GDPR criterion, allowing users to update information about them after signing up for an 
account.The services Baladiyati offers vary by municipality (Annex 3), but they encompass the following five: 
Account registration, requesting an e-form, viewing financial dues, submitting suggestions or e-complaints, 
and participating in polls.

The majority of the public domains do not offer any service other than newsletters, ‘contact us’, and submitting 
a complaint/suggestion, with the exception of Mayrouba, which allows users to register as a citizen and 
Hazmieh, which provides SMS subscription for signing up for businesses and submitting job applications.

Ministries

Less than half of the ministries have a fully active platform, while almost half of them still request personal 
data from users. None of the ministry platforms have a privacy policy nor terms and conditions, with the 
exception of the Ministry of Labor whose website is only somewhat active. None of the ministry platforms 
complied with any of the GDPR criteria set forth. 

Notwithstanding, some of the ministry websites – including but not limited to that of the Ministry of Energy 
and Water and the Ministry of Justice – provide the most up-to-date information (e.g. COVID-19 updates, 
ongoing events) and abundant services (e.g. submitting complaints to the ministry and keeping track of 
documents) amongst all platforms.

State Institutions

About half of the state institution platforms are somewhat to fully active. Eight of the ministry platforms 
have a privacy policy, and five have terms and conditions that users must consent to. Less than a third of the 
platforms are secure, with the vast majority of unsecure websites still requesting personal data from users. 
Only IMPACT, Ogero and the Lebanese Standards Association comply with some of the GDPR criteria set 
forth. Many of the platforms are funded by external parties yet still demonstrate flaws (e.g. no WAF, cookie 
disclaimers, or security certifications).

Scoring of Platforms

The average composite security and privacy score of the active platforms that requested data from users 
was 1.503 (scored on a 0-5 scale). Six of these active platforms are e-government platforms, 10 are ministry 
platforms, 18 are public institutions platforms, and 457 are municipality platforms. 

Figure 11. Sizeable majority scored on a 0-5 scale due to municipal representation

http://www.energyandwater.gov.lb/
http://www.energyandwater.gov.lb/
http://www.justice.gov.lb
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Out of all of these platforms, Ogero, which classifies as a state institution serving the nation’s 
telecommunications network, has the highest security and policy score of 4.25. Factors that contribute to 
Ogero’s score are:

• The platform is secure and has both an established and legitimate privacy policy and terms/conditions
• Users can unsubscribe from information sharing as well as update their information

A key attribute of the Ogero platform is that it enables users to suspend their data processing. This means 
that upon request from a user, Ogero will stop using their personal data for program functioning. Out of 
all platforms analyzed, Ogero is the only one to provide this feature. It should be considered how allowing 
users to suspend data processing upon request not only increases system transparency but protects the 
user’s privacy and civil liberties. 

The least compliant platforms, which all share a low score of 0.75, operate on unsecure websites. These 
platforms, such as the Ministry of Agriculture website, require users to provide an extensive amount of 
information to fully benefit from available services. This is an alarming scenario as many Lebanese citizens 
rely on such national platforms for information and relevant services, conveying how these platforms 
receive a degree of Internet traffic. In turn, the personal information being provided by Lebanese citizens 
to these unsecure platforms is largely unprotected – leaving space for mass privacy and security breaches. 
It is important to acknowledge this common practice of platforms with low security and privacy scores 
operating on unsecure platforms as it indicates the low level of commitment to standard and acceptable 
digital security standards. Simply put, Lebanon’s government platforms are failing to prioritize the privacy 
and safety of citizens. 

Figure 12. Biggest weaknesses are with state institutions

The average composite security and privacy score of somewhat active platforms that request data from 
users is 1.139 (scored on a 0 - 2.5 scale). Of these somewhat active platforms, 18 belong to state institutions, 
20 to municipalities, and eight to ministries.

A somewhat active platform that has a relatively high score is the Municipality of Machta Hassan, which has 
the score of 2.25. What is distinct about this municipality’s platform is that it is secure, allowing the platform 
to be more resistant to privacy and security leaks. However, the platform failed to meet all other privacy/
security indexes, indicating how user data remains at risk. 

It is concerning that a large percentage of somewhat active platforms that request information from users 
belong to state institutions as these platforms often serve essential purposes. The Telecommunication 
Regulatory Authority, for instance, has a score of 0.75. It is alarming that a state institution platform, with a 
score this low, requests the address, name, position, etc. of users as this information is sensitive and due to 
the lack of privacy, vulnerable to data breaches.  

http://www.agriculture.gov.lb/
https://mashtahassan.com
http://www.tra.gov.lb/Useful-Links-Governmental-Institutions
http://www.tra.gov.lb/Useful-Links-Governmental-Institutions
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A frequent trait of the somewhat active platforms of state institutions, municipalities, and ministries is the 
presence of a browser warning. Upon accessing platforms, users are met with a warning that the information 
on the specific platform is dangerous or deceptive. Not only does this damage the platform’s credibility, but 
it severely threatens the level of trust between users and digital government platforms. Considering that 
a majority of these somewhat active platforms were once active and obtained a degree of user data, it is 
of grave concern that the privacy and security of this (and future) user data is weak – leaving the personal 
details of citizens unprotected.
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Discussion
The results reveal overwhelming deficits in the state of Lebanon’s GovTech platforms and their respect of 
digital rights.

The lack of privacy policies, terms and conditions documents, and adherence to other basic measures of 
digital rights is related to how outdated the majority of the platforms are – 80 having unsecure websites as 
a result of expired certifications. This is compounded by the absence of sufficient legislation, enforcement, 
and prioritization of digital transformation.

The somewhat active status of these unsecure domains also raises questions about whether or not they have 
an active database that can receive information from citizens. If a given website does not have a functioning 
database, that data can be intercepted without it ever reaching its intended recipient, leaving authorities 
unaware of which data was intercepted in the first place.

As many of the unsecure websites also allow users to download content, the downloadable content itself 
may be carrying malware that can inflict a Trojan horse attack10 on the device.

The threat to citizen data and devices getting attacked on unsecure platforms is offset by the unfortunate 
reality that citizens (a) lack awareness these platforms exist, (b) the services do not adequately satisfy their 
needs, and (c) they do not consider them reliable. 

We consider the results to be symptomatic of the organizational and economic state of affairs for public 
sector institutions in Lebanon.

Many of the platforms had secure websites until recently, and all of the inactive platforms were once active. 
Dollar-costing subscription and renewal fees are becoming an impossible payment for most of the publicly 
owned/managed platforms surveyed, meaning more will lose their secure status unless capital and financial 
means are provided. The maintenance and growth of these platforms requires IT teams and human resources 
in software development that the public authorities will need to hire and retain. As the majority of these 
positions are contractual, and as much more competitive opportunities are to be found in the private sector, 
it is unlikely that the state of these websites will improve.
 
Before diving into full privacy policy development, state and local institutions should first identify, analyze, 
and assess the risks associated with information systems when it comes to the privacy of the data and 
information they store and share. Once risks are identified and analyzed, policies can specifically address 
and mitigate them.

Future Directions

A deeper reading of existing privacy policies and terms and conditions is needed to understand their 
adherence to Lebanese legislation (the Electronic Transactions and Personal Data law; i.e., Law 81/2018) 
and GDPR compliance.

Research into commercial tech enterprises/services hosted or managed in Lebanon is also needed to develop 
a comprehensive view of the extent to which resident privacy is violated on these platforms. Commercial 
platforms also need to be held accountable to local legislation.

Further research should ask where data is being stored (locally or on the cloud), what happens after a 
website is inactive or a ministry/public institution is closed, and is people’s data accessible?

The following are recommended stages that need to be followed in order to ensure good quality of 
e-government websites with full respect to citizens privacy:

https://www.bdl.gov.lb/files/laws/Law81.pdf
https://www.bdl.gov.lb/files/laws/Law81.pdf
https://www.bdl.gov.lb/files/laws/Law81.pdf
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Stage 1: Educate and raise awareness on the importance of having privacy, civil rights, and civil liberties 
protections within agencies.

Stage 2: Assess agency privacy risks by evaluating the process through which the agency collects, stores, 
protects, shares, and manages information.

Stage 3: Develop the privacy policy to articulate the policy position of an organization on how it handles 
information the agency seeks or receives and uses in the normal course of business.

Stage 4: Perform a policy evaluation to determine whether the privacy policy adequately addresses current 
standards and privacy protection recommendations.

Stage 5: Implement and train personnel and authorized users on the established rules and procedures.

Stage 6: Conduct an annual review and make appropriate changes in response to applicable laws, technology, 
and public expectations.
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Annexes
Annex 1
The respective point score of each criterion is:

Privacy policy (Yes, No, N/A) 0.5 (If yes)

Terms and conditions (Yes, No, N/A) 0.5 (If yes)

Website secure? (Yes, No, N/A) 1 (If yes)

Request for dangerous cookies? (Yes, No, 
N/A)

0.25 (if no)

Browser warning? (Yes, No, N/A) 0.25 (if no)

Consent tick-box?11 (Yes, No) 0.25 (if yes)

Consent tick-box12 (pre-checked or manual) 0.25 (if yes)

Data breach notification system (Yes, No) 0.5 (if no)

Can users unsubscribe from sharing informa-
tion? (Yes, No, N/A)

0.25 (if yes)

Can users change / update information about 
them? (Yes, No, N/A)

0.25 (if yes)

Can users request their data be deleted? 
(Yes, No, N/A)

0.25 (if yes)

Can users request available data about them? 
(Yes, No, N/A)

0.25 (if yes)

Can users request to suspend their data pro-
cessing? (Yes, No, N/A)

0.25 (if yes)

Can users object to having their data pro-
cessed? (Yes, No, N/A)

0.25 (if yes)

Annex 2

Websites which were not secure but requested citizen data are: 

Website Services offered Requested data

http://www.ehmej.org/en/ehmej/ Post comment Comment, Name*, Email*, website

https://www.ministryinfo.gov.lb/en/

Polls, Citizens can 
comment on posts 
by filling a ‘leave a 
reply’ form Comment, name*, email*, website

Home - Jeita Municipality (jeitavillage.com)
Newsletter | Contact 
us Email | Name*, Email*, Message

http://elections.gov.lb/Home.aspx
Newsletter | Contact 
us 

Email | Name*, Email*, Phone 
number*, Message*

http://www.tra.gov.lb/Useful-Links-Govern-
mental-Institutions Join Mailing list 

Email*, First name*, Last name*, 
Gender*, Nationality, Country*, 
City*, Address*, Telephone*, 
Mobile, Fax, Profession*, Company 
name*, Position*

11- This refers to any consent-seeking mechanism the website/mobile application requests from a user, best exemplified by pop-ups requesting 
consent to process cookies
12 - This refers to whether the website allows its users to give consent to process cookies and sometimes personal information or the website does 
it automatically with pre-checked consent boxes. It is imperative to check this as pre-checked boxes do not constitute valid consent under the 
GDPR regulations. It has been stated that for a user’s consent to be valid under the GDPR, consent must be both active and unambiguous.

http://www.ehmej.org/en/ehmej/
http://www.beirut-port.gov.lb/
http://jeitavillage.com/
http://elections.gov.lb/Home.aspx
http://www.tra.gov.lb/Useful-Links-Governmental-Institutions
http://www.tra.gov.lb/Useful-Links-Governmental-Institutions
https://curia.europa.eu/juris/document/document.jsf;%20jsessionid=8944BCAFE078CEF12B4950EA89590324?text=&docid=218462&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=10111
https://curia.europa.eu/juris/document/document.jsf;%20jsessionid=8944BCAFE078CEF12B4950EA89590324?text=&docid=218462&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=10111
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http://www.mouwahidoundruze.gov.lb/ Contact us 
First name, last name, email, 
subject, message

http://www.clu.gov.lb/
Submit proposal to 
combat child labour

First name*, last name*, Phone 
number*, email*, Address*, 
Suggestions*

http://www.presidency.gov.lb/Arabic/Pages/
default.aspx

 Follow up on the 
Presidency’s news

First name*, last name*, sex, 
country, phone number*, email*, 
job, organisation, office number*, 
fax number*, sector (private or 
public)

Achkout Municipality

 
Contact us Name*, Last name*, Phone number, 

Email*, Message
Home - YTA Lebanon Newsletter Name, Email

http://www.atfalouna.gov.lb/ Newsletter
Name, email, subject, country, 
message | email

http://www.libnor.gov.lb/

Comments and 
suggestions box 
| Online store for 
ISO standards and 
publications 

Name, email, subject, message | 
Billing address in case of payment

http://www.customs.gov.lb/

Submit complaint | 
Report smuggling 
activity | contact us 

Name, Phone number, Email, 
Subject | Name, Phone number, 
Email, Subject | Name, Phone 
number, Email, Subject

http://www.interior.gov.lb/
Check plate number 
fees | Contact us  

Name* Address* Financial number* 
phone* Email* Business* | Plate 
number

http://www.coa.gov.lb/ Contact us First name, Last name, Email, Text

http://www.edl.gov.lb/

Net Metering, Check 
late invoices and 
records, provide 
information, 
customer service

Name*, Address*, Phone*, Email* 
(More than 30 information is 
requested for EDLNETMTERING)

BLAT (blatMunicipality.com)
Complaints and 
suggestion box

Name*, Email* and Phone 
Number*, Subject, Letter*

BALDATI (jbail-byblos.gov.lb)
Complaints and 
suggestions box 

Name*, Email* and Phone 
Number*, Subject, Letter* 

http://www.pcm.gov.lb/arabic/index.aspx-
?pageid=5 Contact us 

Name*, email*, phone number, 
address, sex, country, subject, 
message

http://www.socialaffairs.gov.lb/ Contact us 
Name*, email*, phone number, fax, 
message*

http://www.ministryofdisplaced.gov.lb/ Contact us 
Name*, Email*, Phone number, 
Message

http://www.industry.gov.lb/ Contact us 
Name*, email*, phone number, 
message*

http://www.agriculture.gov.lb/
Request for training, 
Submit complaint

Name*, email*, phone number, 
message* | Organisation / 
Individual*, Requested training 
program*, target beneficiaries*, 
length of training*, place of 
training*, occupation*, phone 
number* | Area, complaint, name, 
title, email, phone number, file 
attachment

http://www.mouwahidoundruze.gov.lb/
http://www.clu.gov.lb/
http://www.presidency.gov.lb/Arabic/Pages/default.aspx
http://www.presidency.gov.lb/Arabic/Pages/default.aspx
http://www.achkout.org/en/home/
http://ytalebanon.org/
http://www.atfalouna.gov.lb/
http://www.libnor.gov.lb/
http://www.customs.gov.lb/
http://www.interior.gov.lb/
http://www.coa.gov.lb/
http://www.edl.gov.lb/
http://blatmunicipality.com/
http://www.jbail-byblos.gov.lb/baldati/?la=en
http://www.jbail-byblos.gov.lb/baldati/?la=en
http://www.jbail-byblos.gov.lb/baldati/?la=en
http://www.pcm.gov.lb/arabic/index.aspx?pageid=5
http://www.pcm.gov.lb/arabic/index.aspx?pageid=5
http://www.socialaffairs.gov.lb/
http://www.ministryofdisplaced.gov.lb/
http://www.industry.gov.lb/
http://www.agriculture.gov.lb/
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http://www.cas.gov.lb/ Contact us 
Name*, email*, phone number, 
subject*, message*

http://www.studies.gov.lb/ Contact us 
Name*, email*, phone number*, 
message*

http://www.minijes.gov.lb/
Electronic gate 
(request forms) Name*, Email*, Phone*

http://www.cnrs.edu.lb/ Contact us 
Name*, Email*, Subject*, Research 
centers, Message*

Mayrouba - REGISTER Register as a citizen 

Name*, Father’s name*, mobile*, 
email*, gender, place of birth, date 
of birth, Address, City / country, 
marital status, number of children, 
Facebook | Name*, Email*, Phone*, 
Message*

http://www.bguh.gov.lb/ Contact us 
Name*, mobile number, email*, 
country*, message

http://www.cnss.gov.lb/ Contact us 
Name*, Phone number, Email*, 
Subject*, Message*

http://www.mfe.gov.lb/ Track request      Membership number

http://www.bccl.gov.lb/

Newsletter | Job 
application
form

      Title, full name, email | Full 
name*, Place and date of birth*, 
Marital status, Address*, Phone*, 
Email*, Educational Profile, 
Professional Qualifications, 
Computer Literacy, Languages, 
Relevant Experience

http://www.labor.gov.lb/

Sign in - various 
e-services | Follow 
up on previous 
requests |  Complaint 
submission | Contact 
us 

Username*, Password* |
Request barcode* | First
name*, Last name*, Ema
Phone number*, Province*
Governorate*, Message*

http://www.finance.gov.lb/ Newsletter Email

http://www.esfd.cdr.gov.lb/
Register interest for 
a loan | Contact us

      Full name*, Phone*, Age 
range*, Region* Email*, Already 
have a loan? | First name*, Last 
name*, Phone, Mobile*, Location, 
Email, Country*, Message

https://www.opl.org.lb/

Create account 
- Complaint 
form, Suggestion 
form, Apply for a 
job, Request an 
employee

OPL Registration number, Date of 
birth

http://www.cas.gov.lb/
http://www.studies.gov.lb/
http://www.minijes.gov.lb/
http://www.cnrs.edu.lb/
http://www.mayrouba.com/index.php/register/2
http://www.bguh.gov.lb/
http://www.cnss.gov.lb/
http://www.mfe.gov.lb/
http://www.bccl.gov.lb/
http://www.labor.gov.lb/
http://www.finance.gov.lb/
http://esfd.cdr.gov.lb/
https://www.opl.org.lb/
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Annex 3
Services offered on Baladiyati by municipality:

Lebaa

Register account | View financial 
dues | Submit suggestion or 
e-complaint | Participate in polls

Dhour Shweir

Register account | Request 
e-form | Submit suggestion or 
e-complaint | Participate in polls

Barbara

Register account | Request 
e-form | View financial dues 
| Submit suggestion or 
e-complaint | Participate in polls

Jezzine

Register account | Request 
e-form | View financial dues 
| Submit suggestion or 
e-complaint | Participate in polls

Arbanieh-Dlaybe

Register account | Request 
e-form | View financial dues 
| Submit suggestion or 
e-complaint | Participate in polls

El-Monsef

Register account | Request 
e-form | View financial dues 
| Submit suggestion or 
e-complaint | Participate in polls

Jaj

Register account | Request 
e-form | View financial dues 
| Submit suggestion or 
e-complaint | Participate in polls

Zouk Mosbeh

Register account | Request 
e-form | View financial dues 
| Submit suggestion or 
e-complaint | Participate in polls
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